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Abstract

Despite decades of research, cyber deception remains un-
derutilized as an active defense layer. The core barrier is
effort: crafting convincing honeypots and honeytokens that
match an organization’s real infrastructure demands sig-
nificant manual work, limiting adoption especially among
resource-constrained organizations. Recent advances in large
language models (LLMs) offer an opportunity to close this
gap. We introduce Morphosis AI, a platform concept for
autonomous, adaptive cyber deception powered by genera-
tive AI. Morphosis AI integrates specialized LLM pipelines
for generating deceptive artifacts—documents, credentials,
configurations, and synthetic personas—with automated de-
ployment of large-scale honeypot networks (honeyranges).
We describe the platform architecture, formalize a four-stage
generative deception pipeline from threat modeling to contin-
uous adaptation, and pose five research questions that must
be addressed to realize this vision: (1) designing LLM-enabled
deception strategies, (2) achieving resource-efficient model
specialization, (3) enabling bio-inspired honeypot evolution,
(4) defining automation boundaries, and (5) measuring de-
ception effectiveness against skilled human adversaries.
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1 Introduction

With the quantitative and qualitative intensification of global
conflicts in an increasingly interconnected digital world, cyber
threats have become ubiquitous. Private and public organi-
zations face the risk of being targeted by Advanced Persis-
tent Threats (APTs) or state-sponsored campaigns [12]. In
practice, successful cyber attacks are often discovered only
after the fact, when only reactive measures remain available.
Conventional defense strategies—anomaly detection systems,
signature-based intrusion detection, and traffic analysis tools—
while functional, do not generalize well to novel attack vectors
or unknown zero-day exploits.

Cyber deception offers a fundamentally different, proactive
paradigm. Rather than attempting to detect attacks after
they occur, deception-based defense deliberately misleads
attackers by presenting them with fabricated systems, data,
and services. This strategy targets the weakest element of the
attack chain: human judgment. By deceiving attackers based

on their motives, deception enables detection and intrusion
control regardless of the novelty of the penetration strategy.
The approach reverses the traditional asymmetry between
attacker and defender: instead of the defender needing to
protect every asset, a single interaction with a decoy can
trigger an alert.

Despite its demonstrated effectiveness, cyber deception
tends to be relegated to secondary early-warning systems
rather than employed as an active defense layer [8]. The
primary reason is that honeypot systems must be carefully
tailored to the institution they protect, requiring significant
manual effort to balance security interests, usability, and
cost-effectiveness. Recent advances in large language models
(LLMs) and generative AI present an opportunity to over-
come these limitations. LLMs can generate large volumes
of realistic, organization-specific decoys—documents, creden-
tials, configuration files, database entries, and even synthetic
personas—that match what an attacker would expect to find
in a real infrastructure [14].

In this paper, we introduce Morphosis AI, a platform
concept for autonomous, adaptive cyber deception powered
by generative AI. We describe its dual-pipeline architecture,
detail the generative deception pipeline from threat modeling
through token generation to automated deployment, and
outline the key research challenges that must be addressed
to realize this vision.

2 Background

2.1 Cyber Deception

Bell and Whaley [1] defined a foundational taxonomy for de-
ception comprising two principal classes: dissimulation, which
concerns hiding the real (through masking, repackaging, or
dazzling), and simulation, which concerns showing the false
(through mimicking, inventing, or decoying). In the cyberse-
curity domain, this taxonomy manifests through honeypots,
honeynets, and honeytokens. Honeypots are decoy systems
designed to attract and monitor attackers; honeynets are
networks of such systems; and honeytokens are individual
data artifacts—files, credentials, database records—planted
to detect unauthorized access [2].

A comprehensive meta-analysis of honeypot research by
Javadpour et al. [8] identified several open challenges, in-
cluding the need for AI-driven dynamic honeypot systems,
platform-agnostic honeytoken generation, and systematic
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evaluation of deployment methods. Current honeypot imple-
mentations are predominantly static: their content is config-
ured once and does not evolve, making them susceptible to
fingerprinting by experienced adversaries. Furthermore, the
manual effort required to create convincing decoys limits the
scalability of deception-based defense, particularly for small
and medium-sized enterprises (SMEs) that lack dedicated
security teams.

Prior work has explored generative deception in specific
application domains. Cambiaso and Caviglione [3] demon-
strated that ChatGPT can be used to automatically engage
email scammers in realistic conversations, confirming that
LLMs are effective tools for generating deceptive content.
These results suggest that generative AI can bridge the gap
between the manual effort currently required and the scale
at which deception must operate to be effective.

2.2 LLMs for Security Applications

Applications of machine learning, particularly LLMs, have
expanded rapidly across domains [16]. Two recent develop-
ments are especially relevant for automated cyber deception.
First, advances in fine-tuning large open-source models [4, 13]
enable the application of generative AI to specific problems
without training from scratch—a process that is typically
power-hungry, data-hungry, and expensive. Second, advances
in model distillation and pruning [7] as well as privacy-
preserving inference [9] allow for safe and economically viable
deployment of generative AI in security-sensitive environ-
ments. These techniques enable specialized LLM pipelines
to be executed on local GPU clusters, which is essential for
applications that handle confidential infrastructure data.

In the specific intersection of LLMs and cyber deception,
Reti et al. [14] systematically investigated honeytoken gen-
eration using LLMs, testing 210 prompt structures across
multiple models to generate seven types of honeytokens in-
cluding configuration files, databases, and log files. Their
results showed that honeywords generated by GPT-3.5 were
statistically less distinguishable from real passwords than
those produced by previous automated methods. On the
deployment side, Lian et al. [10] demonstrated that LLMs
can serve as configuration validators, suggesting their poten-
tial for generating deployable honeypot configuration files.
The controllability of such generation processes can be en-
hanced through Retrieval-Augmented Generation (RAG) [5],
while cross-model communication [11] opens possibilities for
coordinated behavior across multiple deployed honeypots.

3 Morphosis AI Platform

3.1 Concept and Threat Model

Morphosis AI targets scenarios where organizations face so-
phisticated, targeted attacks by adversaries who perform
reconnaissance, lateral movement, and data exfiltration. The
platform’s deception strategy pursues three complementary
objectives: (1) early detection—any interaction with a hon-
eypot or honeytoken serves as an indicator of compromise

and triggers an alert; (2) derailment—realistic decoy en-
vironments divert attackers from genuine assets, creating
fear, uncertainty, and doubt when decoys are discovered, or
undermining the attack when they are not; and (3) data
poisoning—mixing real data with generated artifacts reduces
the value of exfiltrated information, as attackers must expend
significant effort to separate genuine from fabricated data.

Central to the platform is an attention model that for-
malizes what makes deception artifacts believable from the
attacker’s perspective. This model draws on the Bell-Whaley
taxonomy to define whether a given deception strategy em-
ploys dissimulation or simulation, and maps honeytoken types
to attacker expectations based on the threat model. A honey-
token taxonomy classifies the types of deceptive artifacts the
platform can generate—including internal chat logs, database
entries, financial documents, personal data, emails, technical
documentation, configuration files, and reports—and ranks
them by a cost-effectiveness analysis that projects their im-
pact on attacker attention according to the attention model.

3.2 Architecture Overview

The platform is organized around two complementary pipelines,
connected by a web-based frontend for monitoring and control
(Figure 1).

LLMOps Pipeline. The Honeyrange Configuration Gen-
erator produces network topologies, service configurations,
and deployment specifications for large-scale honeyranges
that mirror an organization’s real infrastructure. The Honey-
token Generator is a set of fine-tuned, distilled models [7, 13]
specialized for producing deceptive artifacts—documents, cre-
dentials, configurations—validated against benchmarks for
human-likeness [6].

DevOps Pipeline. The Deployment Engine provisions
honeyranges as reproducible virtual environments using OpenTofu,
libvirt, and Ansible. The Honeypot API Control module pro-
vides a RAG interface [5] for post-deployment refinement,
real-time token generation, and cross-honeypot communica-
tion [11] that allows the fleet to collectively evolve. A web-
based frontend connects both pipelines for events tracking,
fleet control, and SIEM integration.

3.3 Generative Deception Pipeline

The end-to-end pipeline from organizational context to live
deception environment proceeds in four stages (Figure ??).

Stage 1: Threat and Attention Modeling. The op-
erator defines the threat model—specifying the types of ad-
versaries, attack scenarios, and assets to protect—and the
deception strategy, selecting between dissimulation and simu-
lation techniques. The attention model is instantiated based
on these inputs, establishing which types of honeytokens will
be most effective given the anticipated attacker profile.

Stage 2: Token Generation. Based on the honeytoken
taxonomy and the attention model, the specialized Hon-
eytoken Generators produce deceptive artifacts tailored to
the target organization. This involves a hybrid approach of
pre-generation and on-the-fly inference: bulk content such
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Figure 1: High-level architecture of the Morphosis AI platform. The Frontend (top) provides a dashboard for
events tracking, setup, configuration, and fleet control. The LLMOps pipeline (bottom-left) encompasses the
Honeyrange Configuration Generator and the Honeytoken Generator. The DevOps pipeline (bottom-right)
handles deployment and runtime control of honeypots. Both pipelines communicate bidirectionally with the
deployed honeyrange.

as documents and database entries is generated ahead of
time, while interactive elements—such as responses to at-
tacker queries in a honeypot shell—are generated in real
time [14]. The generators are fine-tuned on a mixture of pub-
licly available data and synthetic data crafted to match the
organizational profile.

Stage 3: Configuration and Deployment. The Hon-
eyrange Configuration Generator designs the honeyrange
topology: which hosts to provision, which services to expose
on each, which honeytokens to embed, how hosts relate to
each other, and what data emission schedules to follow for
autonomous file creation and network activity. The DevOps
pipeline then provisions these specifications as a full virtual
network environment via OpenTofu, libvirt, and Ansible,
deploying the honeyrange into the target infrastructure.

Stage 4: Continuous Adaptation. Post-deployment,
the RAG layer monitors attacker interactions and feeds this
intelligence back into the generation pipeline. Honeytokens
that fail to attract attention are replaced; behavioral patterns
that trigger attacker suspicion are adjusted. Over time, the
fleet of honeypots evolves in a bio-inspired fashion, with
successful deception strategies propagated across instances.

4 Research Challenges

Realizing the Morphosis AI vision requires addressing several
open research questions.

Deception Strategy Design. Given a threat model and
an attacker attention model, which deception strategies and
honeytoken types are newly enabled by LLM capabilities?
The design space is vast—spanning documents, credentials,
configurations, network services, and synthetic personas—
and the optimal selection depends on the attacker profile,
the organizational context, and the cost of generation and
deployment.

Resource-Efficient Model Specialization. Can LLMs
for deception be made significantly more resource-efficient
through fine-tuning, pruning, and distillation without observ-
able degradation in the quality of generated artifacts with
respect to the threat model? Specifically, how small can a
model be and still produce outputs that are indistinguishable
from genuine infrastructure data to a motivated attacker?
This trade-off between model size, inference cost, and de-
ception quality is central to the economic viability of the
platform.

Bio-Inspired Honeypot Evolution. Can deployed hon-
eypots, equipped with RAG capabilities, communicate with
each other and evolve in a bio-inspired fashion to create in-
creasingly believable deception environments? This requires
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cross-model communication protocols [11] and feedback mech-
anisms that propagate successful deception strategies while
discarding ineffective ones.

Automation Boundaries. To what extent can the de-
ployment of LLM-generated honeypots and honeytokens be
automated, and at which stages of the pipeline is human
feedback required? Full automation reduces operational cost
but risks generating content that is ethically or legally prob-
lematic, particularly when producing synthetic personal data
or imitating real individuals.

Effectiveness Measurement. With which metrics can
the cognitive and behavioral impact of deception on human
attackers be measured? Quantifying the effectiveness of cyber
deception remains an open problem. Controlled empirical
studies with professional penetration testers are needed to
assess attacker attention, emotional response, and interaction
patterns with generated decoys and distractions [6].

5 Conclusion and Outlook

We have presented the Morphosis AI platform, a concept for
scaling autonomous honeypot networks through generative
AI. By combining an LLMOps pipeline for specialized hon-
eytoken generation with a DevOps pipeline for automated
honeyrange deployment, the platform provides an end-to-end
path from organizational threat modeling to live, adaptive
deception environments—addressing the manual effort bar-
rier that has limited the adoption of cyber deception as an
active defense layer.

We identified five open research questions spanning decep-
tion strategy design, resource-efficient model specialization,
bio-inspired honeypot evolution, automation boundaries, and
empirical effectiveness measurement. The platform offers a
sophisticated, AI-driven defense posture against advanced
persistent threats, enabling organizations to deploy adaptive
deception at scale as a fully integrated defense layer.
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